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Abstract

The progression of medical research depends on access to sensitive
health data, creating an inherent tension between patient privacy
and public health. National and local policy in the US mandates
protection of patient privacy, but largely leaves medical researchers
room for interpretation on how to do so. While there may be privacy-
preserving mechanisms that could suit medical researchers, we
recognize a gap between the security and privacy community and
the medical research community: we do not know how medical
researchers protect the privacy of their data in practice, what bar-
riers they face in doing so, and how privacy inhibits research. To
understand these underlying privacy tensions, we conducted semi-
structured interviews with sixteen researchers who either analyzed
medical datasets or served as data custodians. We find that medical
researchers interpret and implement privacy regulation with deep
respect for patient privacy. However, these privacy protections im-
pede or conflict with research needs and productivity throughout
the research lifecycle. Sometimes researchers are able to resolve the
tensions with bespoke or commercial tools (e.g., by using their own
heuristics for data de-identification), whereas other times privacy
tensions remain unresolved. We offer recommendations to tool
developers, policy-makers, and privacy researchers for building
privacy-enhancing tools for medical research.
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1 Introduction

There is an inherent tension between patient privacy and the pro-
gression of medical research for public health. In order for medical
researchers to make scientific progress, they need to collect and
share large datasets containing sensitive health data, ranging from
genetic samples to clinical notes and medical images.

In the US, the federal Health Insurance Portability and Account-
ability Act (HIPAA) applies to all medical data between a patient
and their provider, and includes strict and overarching privacy and
security stipulations [160]. These stipulations are largely vague—
including phrases like “any security measures [necessary to] ... im-
plement the specifications” [160]—and place both the burden and
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the privilege of interpretation and implementation on custodians
of medical data.

While such flexibility affords data custodians the ability to pro-
tect the data and the patients in ways that they know best, re-
searchers previously reported that the HIPAA Privacy Rule had
caused an increase in the cost of conducting research, created ad-
ministrative delays, and hindered access to data [107, 109]. This
results in calls for easing the privacy restrictions [34, 174].

Additionally, the existence of HIPAA does not protect against
all privacy violations in practice: violations of health privacy still
occur, e.g., when data are used for commercial purposes or discrim-
ination [35, 63, 114], or through a linkage attack identifying public
figures’ health diagnoses [149], or when hospital and insurance
data are stolen directly from servers [139], or through leakage from
machine learning models trained on medical datasets [50, 87, 93].

The computer security and privacy community recognizes this
need for stronger privacy guarantees and protections for medical
data: Many studies have developed privacy tools for medical sce-
narios [10, 75, 108, 137, 175] or suggested that their proposed tech-
nology might be useful in healthcare [66, 76, 78]. Other studies sur-
veyed challenges related to specific types of medical data [15, 102]
or existing privacy tools [170, 173].

In practice, however, medical researchers use few of these tools
and technologies. For example, differential privacy is not used much
in healthcare data [57], despite healthcare privacy being a strong
motivator in some differential privacy work [37, 90]. The diversity
of medical data, the complexity of the medical research process,
and the ambiguity of the regulations make the straightforward
application of technologies, such as homomorphic encryption (HE)
or secure multi-party computation (MPC), difficult. When suitable
tools do exist, their use might be impractical due to the interdepen-
dency of research workflows: privacy protections at one stage of
data processing can create barriers elsewhere.

In this paper, a collaboration between researchers in computer
privacy, usable security, and bioinformatics, we aimed to understand
the tensions between the privacy requirements and the needs of
medical research in practice and how the privacy and security com-
munity can help with addressing them. We interviewed 16 medical
researchers (including 6 data custodians) who work with secondary
data about privacy practices, tools, and restrictions throughout the
lifecycle of their research, aiming to understand how the imple-
mentation and interpretation of privacy policy lead to downstream
effects on privacy that hinder research data utility, productivity and
innovation. We ask, first: (RQ1) How does the medical research
community interpret and implement privacy regulation like
HIPAA in practice? Through this question, we learn how data
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custodians and medical researchers translate the flexibility and
rigidity of HIPAA and other regulations to work for their data and
their infrastructure. As described in Section 4.2, we find that the in-
terpretation and implementation involve bespoke, manual labor to
evaluate research plans as valid and trustworthy, sociotechnically
rooted structures of trust in other researchers, and that researchers
go beyond the minimum necessary de-identification standards in
HIPAA because they believe that these standards are insufficient.

From these interpretations and implementations of privacy pol-
icy, we then ask: (RQ2) To what extent are these privacy prac-
tices—driven by the interpretation and implementation of
HIPAA—in tension with research innovation and research
productivity? And (RQ3) How do researchers manage these
tensions in practice? Here, we find that the implementation of
privacy can indeed impede research innovation and productivity
by limiting data utility (Section 4.3) or impairing research work-
flows (Section 4.4). In response, researchers and data custodians
have developed workarounds—such as pseudo-differential-privacy
obfuscation to fulfill data sharing requirements, proxy methods
and commercial tools for privacy-preserving data deduplication
and record linkage, or virtual remote analysis machines hosted by
data custodians to facilitate compliance with privacy policy. Yet,
some tensions either remain unresolved or rely on labor-intensive
and error-prone mitigations; e.g., the necessary release of study
data and artifacts, data de-identification, and remote data analysis
all require extensive human oversight to ensure privacy compli-
ance. We explore these workarounds, tensions, and mitigations to
data-utility and research-workflow challenges in Sections 4.3-4.4.

Through this variety of practices, we find immense space for
collaboration with the privacy research community and others
adjacent to ours. By rooting our recommendations in the day-to-
day problems and practices that medical researchers meticulously
explained to us, we see our work and our recommendations as a
bridge between the medical research community and the privacy
community. With the field of usable security behind us, advocating
for research that begins with asking people what they experience
and what they need, our paper presents the following contribu-
tions, towards provably secure, private, and usable tools that make
their way to the medical research community and alleviate tension
between privacy and research, strengthening both:

e The first experience-focused interview study with medical
researchers—who are custodians of and practitioners with
medical data—about how and why privacy enables and re-
stricts their medical research.

o Actionable recommendations for researchers in various fields
of computer science towards supporting medical research
and relieving the tension between patient privacy and medi-
cal data use in practice.

2 Background

We describe the types of medical data that researchers study and the
relevant privacy regulations. This background provides the context
needed to understand our findings. In Section 5, we review related
work that a reader might find useful for addressing our findings
with their research. Throughout this paper, we mention a number
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of organizations and tools; their inclusion is not an indication that
we drew participants from them.

2.1 Medical research: data and custodians

Medical data are diverse in type and geographically distributed.
Some researchers collect data directly via clinical trials or cohort
studies; however, many use secondary data—data originally col-
lected for another purpose, e.g., clinical care or billing. Population-
level health studies use large-scale data to investigate links between
lifestyle factors and chronic diseases; patient-outcome prediction
uses clinical data to forecast hospital re-admissions or treatment
responses; disease-predictor discovery involves analyzing genomic
or imaging data to identify early disease signals.

Medical research data types. Medical research uses a wide variety
of data types. Medical facilities collect and store longitudinal infor-
mation about patients in Electronic Health Records (EHRs) during
routine healthcare. EHRs can contain diagnoses, treatments, doc-
tor visit details, laboratory tests, prescriptions, and clinical notes.
Most information in EHRs (except free-text notes) is structured
and, hence, well-suited for statistical analyses or predictive models.
Administrative data are collected mostly for billing or management
purposes. One example is hospital discharge data, which medical
institutions are required to share with state administrations for
research and healthcare improvement [22, 110]. Discharge data
typically include patient demographics, diagnosis and procedure
codes, and financial information—notably less detailed than EHR
data. While discharge data alone are sufficient for some research,
it is common to link them to another information source, e.g., to
identify correlations between health variables [77]. Claims data are
another type of administrative data, representing insurance billing
claims from healthcare providers on patients’ behalf. Claims data
include costs and codes for every ordered test or treatment but not
the results or clinical notes. Finally, “omics” data is an umbrella term
for molecular measurement data, such as genomic, transcriptomic,
or proteomic data. With the exception of genetic testing conducted
for clinical diagnostics, the majority of omics data are produced
within research environments for research purposes.

Each data type carries distinct privacy characteristics, risks of
information leakage, and handling requirements.

Data custodians: institutions, consortia, biobanks. Once medical
data are generated—through clinical visits, insurance claims, etc.—
they can be stored by the initial medical institutions or shared
within national consortia of data custodians or with an adminis-
trative body. The consortia, often federally funded, govern access
and sharing policies and may aggregate identified or de-identified
data from multiple institutions. The PCORnet network [123], for
example, combines EHRs from different healthcare institutions and
makes them available for research. Health Information Exchanges [2]
collect clinical data for sharing between healthcare entities and also
make them available for research. The Healthcare Cost and Utiliza-
tion Project (HCUP) [3] maintains national administrative health
datasets, including data on hospital stays, discharge abstracts, and
ambulatory surgeries. Commercial insurance providers can share or
sell claims [6], whereas the Centers for Medicare & Medicaid Services
(CMS) maintains claims data for all the government-insured patients
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and provides research access for a fee. For omics data, biobanks,
such as UK Biobank [144] and All of Us [7], are among the largest
custodians of genomic data. In addition, numerous domain-specific
and public repositories [73, 95, 176] provide access to research-
generated omics datasets shared by the scientific community.

2.2 Privacy legislation and medical datasets

The Privacy Rule under the US Health Insurance Portability and
Accountability Act (HIPAA) [160] regulates how healthcare entities
must handle Protected Health Information (PHI)—health information
that can be used to uniquely identify individuals. Although the Rule
does not directly apply to research, it affects access to medical data
and their secondary use [162]. It also defines three legal categories
for medical research datasets based on levels of de-identification.

The Rule permits healthcare entities to publicly release de-identi-
fied health datasets, defined in one of two cases: if an entity removes
all 18 HIPAA identifiers (the Safe Harbor method), or if a quali-
fied statistician determines that the risk of re-identification is low.
The 18 identifiers defined by HIPAA are: names, sufficiently small
geographic subdivisions, dates, telephone numbers, fax numbers,
emails, Social Security Numbers, medical record numbers, health
plan beneficiary numbers, account numbers, license numbers, ve-
hicle identifiers, device identifiers, URLs, IP addresses, biometric
identifiers, full-face photographic images, and “any other unique
identifying number, characteristic, or code” [160].

The Rule also permits the sharing of limited datasets, given the
importance of dates and geographic precision in medical and public
health research, e.g., for determining disease progression during
hospitalization or evaluating mortality in certain areas. Limited
datasets are de-identified to a lesser extent—dates and addresses
up to a full ZIP code are allowed [160]. Unlike fully de-identified
data, limited datasets are considered PHI and require a Data Use
Agreement (DUA) that mandates the data recipient to protect the
data and not to attempt to re-identify the individuals.

Healthcare entities are required to adhere to the Minimum Nec-
essary standard when sharing PHI, i.e., they must share only the
information necessary to accomplish the research task [160]. Some
researchers, however, might have access to fully identified datasets,
either via a data custodian or through their own data collection.

For research-generated omics data, consent terms determine how
de-identified data may be shared. Broad consent may permit public
release of de-identified raw data for unspecified future research,
whereas more restrictive consent limits raw data to controlled-
access repositories and allows only derived products, such as ag-
gregate counts, to be shared publicly.

3 Methods

Due to the exploratory nature of our research questions, we con-
ducted semi-structured interviews with medical researchers, en-
abling us to explore the breadth and depth of our topic and probe
into new phenomena by learning from experts—a strength of the
methodology [30]. Here, we describe our recruitment, the interview
protocol, and our analysis. We describe ethics in the Appendix.

Recruitment. Our goal was to talk with researchers working with
medical datasets (including both data consumers and data custodi-
ans), a relatively narrow set of potential participants. We leveraged
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personal connections at medical schools at multiple institutions and
sent cold emails to scientists at institutions that we were not con-
nected to, based on whether their websites (or other descriptions
of their work) indicated they might work with medical data. We
also used the reporting by state custodians of administrative data
on the projects and their principal investigators that had received
that state data. Finally, we used snowball recruitment [36]: at the
end of each interview, we asked each participant if they would
be willing to recommend us to colleagues. Our IRB-approved re-
cruitment messages are in Appendix C. At first, we sought medical
researchers doing hands-on research with data, but realized after a
few interviews that the perspective of the data custodians was an
integral part of the picture. So, we contacted scientists in charge
of clinical data consortia and biobanks that provide data access to
other researchers (who are also considered medical researchers).

We include 16 interviews in our dataset: we conducted 17 inter-
views and excluded one because the participant revealed after the
interview that they had lied by omission during the interview (see
Ethical Considerations). Out of the 16 participants, we recruited
nine from our professional network, two by snowballing, and five
via cold emails. Two personal network, one snowball, and 24 cold
email recruitment attempts were unsuccessful.

We recruited participants with varying research backgrounds
and focus on different types of medical data in order to identify the
privacy challenges inherent to the research process. The collective
expertise spanned various data types, including molecular data,
clinical health records, medical images, insurance claims, hospital
discharge records, and population-level data. Participants’ current
fields of research included cancer care, epidemiology, metabolomics,
genetics, psychiatry, as well as the practice of medicine (includ-
ing pediatrics, anesthesiology, and palliative care). Participants’
research methodologies ranged from qualitative interviews to quan-
titative surveys to building machine learning models.

Six participants—whom we refer to as data custodians—had regu-
latory roles within their institutions, or acted as a party approving
requests for data access from other researchers; all participants had
backgrounds as medical researchers working with data. We label
the data custodians as C1-C6 and other researchers as R1-R10.
Twelve participants held PhDs, two held MDs, one held both a PhD
and an MPH, and one was a PhD candidate. Ten were full-time or
adjunct university professors, and two were practicing physicians.

Interviews. The lead researcher conducted every interview, some-
times with one or two other researchers joining. According to the
interviewee’s preference and/or physical location, interviews were
either in person in the participant’s office or via teleconferenc-
ing. Each interview began with a process of informed consent. We
described the study topic and (minimal) risks, provided each partic-
ipant with our IRB-approved consent form, and invited participants
to read the form. To ensure consent was informed, we asked partic-
ipants to summarize the purpose of the study as well as the risks
and benefits to them. We also asked for consent to audio record.

Interviews began with a broad question about their research
and expanded into topics about data access, data analysis, and
privacy concerns or non-concerns. Our interview protocol can be
found in Appendix A; we intentionally had a broad swath of topics
and questions covered by our IRB application, but inevitably only
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covered a subset in each interview, guided by the participant’s
experience and our aim to fill gaps from previous interviews [30].
We conducted one pilot interview to refine the interview protocol
and did not include the pilot data, as the interview protocol changed,
focusing more on practices rather than security protocols.

Interviews lasted 1-2 hours. After an hour, we regularly checked
with participants about their time; participants who took the most
time appeared eager to continue talking with privacy-focused com-
puter scientists. We offered participants a $50 Amazon gift card for
their time; two participants refused the compensation. We stopped
interviewing when we stopped seeing new information arise in the
final two interviews, which defines thematic saturation [56].

Analysis. We followed a constructivist epistemology, in align-
ment with the exploratory nature of our research question. Our
goal was not statistical generalizability, but learning how and why
privacy mechanisms restrict or enable medical research. We there-
fore do not report counts of participants, which imply positivist
quantitative conclusions from our qualitative data.

To analyze our interview data, we conducted reflexive thematic
analysis, following Braun and Clarke’s six-stage process [18]. We
first transcribed each interview by using the offline Whisper li-
brary [118] or the Microsoft Teams HIPAA-compliant transcriber,
and hand-corrected each transcript. During this process, three re-
searchers wrote memos [30] to reflect on our initial thoughts and
to enrich our later conversations, aligned with the first step of
reflexive thematic analysis: familiarizing yourself with the data [18].

After each of the three researchers had reviewed the transcripts,
we began the iterative process of developing our thematic codebook
both synchronously—through joint brainstorming discussions—and
asynchronously. As the second step of thematic analysis (generating
initial codes), we first created open codes—some drawn from our
memos. We then iteratively and collaboratively created axial and
hierarchical codes, with a hierarchical structure three levels deep,
increasing specificity with depth. When the codebook seemed sta-
ble, each of the three researchers independently applied it to a single
interview and then discussed code additions, modifications, and
deletions, as well as checking our shared understanding of code ap-
plications. We repeated this process for eight interviews. Through
these discussions we realized that the subcodes (the deepest level
of our codebook) were extremely detailed and most useful for indi-
vidual annotation and interpretation; we thus focused on building
consensus for the themes and codes but not the subcodes. After our
eighth interview, we had reached consensus on the necessary codes
before our discussion, and so the lead author coded the remaining
interviews. Because of this collaborative consensus-building pro-
cess, we did not calculate interrater reliability, consistent with best
practices [100]. Our codebook can be found in Appendix B. This
iterative and reflective process aligns with steps 3-5 of thematic
analysis, which Braun and Clarke emphasize may be an ongoing
process: searching for themes, reviewing themes, and defining and
naming themes. Finally, we consider our writing process an ex-
tension of the analytic process (as do Braun and Clarke), through
which we have continued to interpret the themes in our data.

Limitations. Our work should be read with a few key limitations.
Methodologically, all data are self-reported, and although we did
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our best to ensure both participant confidentiality and data pri-
vacy, we know that at least one participant—the one excluded—did
not fully report their privacy concerns, due to a fear of institu-
tional retaliation. It is possible that other participants did the same,
and hence, that our work underreports privacy and security issues.
Additionally, several study participants were recruited from the
professional network of one of the authors. Although our partic-
ipants’ research areas are diverse, this recruitment strategy may
have skewed demographic representation, e.g., more recruited par-
ticipants were affiliated with universities than with state agencies.
Our work is also intentionally US-centric because of its unique
regulatory privacy frameworks, and so it is possible that medical
researchers in other countries encounter privacy differently due to
different legislative landscapes and resources available.

4 Results

Our work explores how researchers’ implementations of privacy
affect research in practice, through the entire research lifecycle. We
find that the flexibility in HIPAA means that researchers and data
custodians develop their own privacy practices to suit their data
and infrastructure best. These practices can favor patient privacy at
the expense of the utility of the data, and the time and resources of
the researchers. Here, we explore how these tensions are resolved
with workarounds, as well as the spaces in which they are unre-
solved, and might benefit from research and development from
computational research communities.

We begin with an overview of the medical data research pipeline.
This overview emerged directly from our interviews, and serves
as important context for the privacy challenges, trade-offs, and
workarounds described in Sections 4.2—4.4. With this understand-
ing of the breadth of steps of medical research, we then discuss
researchers’ interpretations and implementations of privacy policy
(§4.2) and how these implementations of privacy cause tension
with both the utility of the data (§4.3) and productivity (§4.4). The
summary of our main findings is shown in Section 4.1.

4.1 The medical data pipeline

Conducting medical research on secondary data involves several
key stages, described below and summarized in Figure 1.

Access negotiation. As many medical researchers work with sec-
ondary data—originally collected for other purposes and stored by
data custodians—they must first negotiate access to (a portion of)
the data. Both the data custodians and the researchers’ institutions
have policies governing access control. In most cases, researchers
must submit applications to both their Institutional Review Board
(IRB) and the data custodians (e.g., a consortium) with the purpose
of the study, the justification for the requested data elements, and
potentially their plans for data privacy and security. The researchers
and the data custodians negotiate a Data Use Agreement (DUA)
that defines the permitted usage of data, e.g., what kind of analysis
or dissemination is permitted.

Data de-identification. Once access is negotiated, custodians
may need to de-identify the data by removing all protected health
information (PHI) before sending a slice to the researchers. De-
identification aims to protect data subjects from re-identification
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{552 Access negotiation: Data custodians and medical researchers negotiate
: access to data, based on trust, reputation, and the research plan. The

N custodians decide what portion of the data is safe to share.

! @ Data de-identification: Custodians de-identify data before transfer. While
there has been significant work on de-identification, in practice it is error-
’ prone, manual, and relies on workarounds.

Remote analysis: Custodians

Data transfer: Custodians

' provide data via file transfer. provide data access in a remot
' Sood) Data size means transfer environment that they control,

auditing researcher code and
limiting data exfiltration.

cost can be significant.

combine multiple datasets to address their research questions. The needs of
record linkage and deduplication come at odds with de-identification.

0 Combining data from multiple sources: Researchers sometimes

{ [] Dissemination of research results: Researchers rarely release the study %
H data or direct artifacts due to sensitivity or ownership. Proving the validity

of their results to funders or peers is challenging.

Figure 1: An overview of the medical data pipeline.

and the exposure of sensitive information about them, e.g., their
health condition or their mere presence in the dataset. A hospital
or a health information exchange typically stores fully identified
data and extracts a de-identified or limited dataset from them upon
a researcher’s request. A biobank or a consortium usually stores
de-identified data, although with preserved crosswalks to the iden-
tifiers, e.g., for future study recruitment. Researchers who collect
their data first-hand need to de-identify them before dissemination.

Sending and receiving data. In order to actually give a researcher
technical access to the data, data custodians follow one of two paths:
they either send the data directly to the researchers (e.g., via SFTP,
a cloud provider, or physical mail), or they host the data in a remote
virtual machine on which the researchers must conduct all their
work. When receiving data directly, researchers are permitted to
analyze and store the data locally for the duration of the study.

Data access via remote VMs. Some data custodians make their
datasets accessible only via remote servers—virtual machines that
researchers log into to perform queries and analysis on datasets,
without directly downloading data. With remote data access, data
analysis is different than on a local database because data custodians
control personnel access, the development environment, and up-
load/download. Researchers are often required to purchase access
to the data analysis environment on these remote virtual machines.

Combining data from multiple sources. After receiving access to
de-identified secondary data, researchers might combine datasets
to search for correlations between different data modalities or to
increase the sample size. Studying correlations requires finding and
linking the same individuals in de-identified data. When researchers
combine data of the same type from multiple sites or perform dis-
tributed analysis, the data require the removal of overlapping indi-
viduals, whose presence otherwise can invalidate research findings.

Dissemination of research results. The last stage of the data pipeline
is the dissemination of research findings. In addition to publishing
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findings, researchers commonly share the details of their analysis,
including analysis code, and summary statistics about study data.
When possible, they also try to publish the study data themselves
for transparency and potential secondary analysis, or due to the
requirements of funders or publication venues.

4.2 Interpreting and implementing regulations

The HIPAA Privacy Rule, state laws, and institutional policies regu-
late the privacy requirements for the secondary use of medical data.
To answer RQ1, we explore the interpretation and implementation
of these laws governing medical privacy. We find that researchers’
and institutions’ interpretation and implementation of these poli-
cies are varied, well-intentioned, in support of patient privacy—but
at times in tension with research productivity and functionality
because of their implementations. HIPAA is intentionally flexible in
its security requirements, stating that “covered entities and business
associates may use any security measures that allow the covered en-
tity or business associate to reasonably and appropriately implement
the standards and implementation specifications as specified in this
subpart” [160] (emphasis ours). This flexibility reflects the impossi-
bility of setting a rigid national standard across the fragmented and
extremely varied organizations that are custodians of health data.
However, it also means that medical data custodians must figure
out their own interpretation of privacy and security, subject to their
own resources, which can be difficult in practice.

Researchers’ and custodians’ interpretations of privacy are grounded
in a pervasive culture of respect for patient data. Participants de-
scribed a culture of respect for participant data, deeply aware that
each data point represented a human being. R1, whose PhD was
in computer science, described a “culture switch” they experienced
between computer science—“we should just get access to data ‘cause
we’ll find cool things”—and medicine: “data represent human lives ...
We’re privileged to see it and to have a view into someone’s lives. And
so we have to be careful about it” (R1). Some participants extended
the principle of respect for patients as human beings to research
Jjustice by “engag[ing] patients and other communities in the research
process, so that the research ... is truly patient centered and designed to
serve the populations that it would impact” (C5). The mental model
of privacy in medicine stems from the perspective that research
should benefit patients, as opposed to other fields, such as com-
puter science, where we aim to understand the world around us.
We return to this patient-centered view in Section 6.2.

Researchers are acutely aware of re-identification risks. Partici-
pants were also aware of privacy risks for patients, suggesting adver-
saries such as an insurance company denying patient claims based
on information from a sensitive dataset or a political body prosecut-
ing a patient for having a medical procedure, or a stalker learning
the dates of their target’s doctor visits. Participants highlighted
patients with intersectional identities, famous people, people from
small communities, people with stigmatized or rare diseases, and
patients with an increased risk of a disease as possible targets of
re-identification. A big driver of de-identification efforts, however,
was compliance with the regulations, as “the fines for a HIPAA
breach are tremendous” (R1), demonstrating the power of financial
incentives in regulatory oversight.
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Table 1: Summary of research challenges, current practices, barriers to privacy, and needs in medical research in the US.

Research challenges & tensions

Current practices

Barriers to privacy

Open problems & needs

(§4.2) Interpreting and
implementing regulations

Privacy regulations lack guidance on
reconciling necessary access restrictions
with researchers’ need for detailed data.

Researchers rely on research plans, in-
stitutional and individual histories, and
the community’s ethical norms to make
these determinations.

Determinations largely rely
on personal judgment.

Clearer regulatory guid-
ance, utility-measuring
techniques, and sociotech-
nical support mechanisms.

Researchers bear the responsibility of de-
termining the degree of de-identification
and summarization for safe data release.

Researchers adhere to existing guide-
lines, e.g., Safe Harbor or cell suppres-
sion policies, or voluntarily redact extra
information they deem sensitive.

Implementations vary;
researchers express uncer-
tainty about privacy and

anonymization in practice.

Techniques for measuring
the privacy guarantees of
data de-identification and
anonymization.

(§4.3) Privacy vs. data utility

Researchers need to preserve data utility
through data de-identification.

Researchers employ ad hoc data trans-
formations, such as proxy variables and
randomized date-shifting.

Transformations produce
policy compliance but not
strong privacy protection.

Data transformation tech-
niques with provable pri-
vacy guarantees.

Combining structured datasets requires
record linkage or deduplication without
violating patient privacy.

Some researchers employ commercial
tools for privacy-preserving record link-
age (PPRL) and deduplication.

Commercial PPRL tools offer
opaque privacy guarantees.

Transparent, provably se-
cure PPRL tools; analysis
of commercial solutions.

Privately deduplicating de-identified data
is challenging due to the lack of direct
identifiers.

Researchers use proxy methods, such
as relatedness estimation for genomic
data, for deduplication.

Methods are error-prone and
data-specific; removal of a
subject re-identifies them.

Techniques for privacy-
preserving deduplication
of unstructured data.

Transparency requirements are at odds
with data ownership and concerns about
privacy leakage via study artifacts.

Researchers heuristically evaluate the
re-identification risks of their datasets
and artifacts prior to dissemination.

Risk evaluations are uncodi-
fied and subjective; the lim-
ited ability to share study
data hinders reproducibility.

Tools to audit artifacts
for privacy leakage and
validate research findings
without raw data access.

(§4.4) Privacy vs.
research productivity

De-identification tools miss sensitive
identifiers or incorrectly alter benign
data.

Researchers manually audit de-
identified data and/or write custom
verification scripts.

Manual audits are unscalable
and error-prone, and custom
scripts fail to generalize.

de-
tools

Context-aware
identification
for unstructured data.

Securing remote analysis environments
against data exfiltration and unautho-
rized access to granular data.

Remote platforms limit and inspect data
egress and ingress; analysis code is oc-
casionally manually audited.

Manual audits are unscalable
and lack insight; automated
checks are overly sensitive.

Nuanced automated code-
auditing mechanisms.

Data custodians closely evaluate researchers’ research plans in
order to comply with HIPAA’s requirement for only releasing the min-
imum amount of data necessary. Access to secondary data requires
an application from the researchers to the data custodian, during
which the custodian evaluates the validity of the research and the
minimum data necessary to answer the research question, as re-
quired by HIPAA: “...[data custodians] must make reasonable efforts
to limit protected health information to the minimum neces-
sary to accomplish the intended purpose...” [160] (emphasis ours).
HIPAA does not, however, offer concrete guidelines on determining
the necessary minimum, so the task falls on the data custodians
who then rely on subjective judgment: “It’s not like it’s a super clear
Yes, this; no, that’. An investigator or a team needs to lay out their
study design, the outcome variables, the exposure variables, the in-
clusion criteria, and then all of the co-variates that they’re interested
in. And that defines what you can ask for ... There’s no hard and
fast rule” (C5). The custodians fulfill the requirements by sharing,
for example, only a subset of data fields or a randomly sampled
portion of a dataset. This flexibility provided by HIPAA is both a

burden and an asset, allowing data custodians, who are often deeply
familiar with their data and the types of research questions they
can address, to use their expertise to tailor data release and protect
patient privacy. However, it can be extraordinarily time-consuming,
unscalable, and may not operate on provable guarantees of privacy.
Indeed, R6 remarked that “It’s just a process and it takes a long time;
my initial [Medicare data] request probably took about a year” (R6).

Access control is also sociotechnical: Data custodians consider in-
stitutional and individual history when granting access to data, in
addition to the research plan itself. Beyond the concept of only
sharing the minimum necessary, data custodians also evaluate the
trustworthiness of the researchers themselves—both to be stewards
of the data, and to responsibly conduct valid medical research. C4
described relying on the requester’s reputation when deciding how
much sensitive data to share: “What we do is [we] actually credential
researchers, and then they become trusted researchers. They are au-
thorized to use the data at a particular level of sensitivity” (C4). If a
researcher has a history of non-compliance in their past use of data,
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they might become subject to more intense scrutiny. Some institu-
tions, however, might credential larger groups of researchers, auto-
matically (or more quickly) granting access to individuals within
vetted groups: “I think within [our institution] they gave kind of
a waiver; we didn’t have to have every single thing reviewed, but
we still had to report what we’re downloading so they could audit
us any time” (R7). HIPAA does not explicitly cover these mecha-
nisms of sociotechnical access control, which results in varying
implementations across institutions.

Privacy policy might sometimes be used as an excuse for not shar-
ing data. Some participants expressed their frustration with the
difficulty of acquiring enough data, e.g., to build large-scale ML
models, even though that data existed. These barriers might be a
result of “a strong perception of monetary value in that data” (R2),
and hence the unwillingness of some institutions to share: “Maybe
they use privacy as an excuse not to share it. But I think mostly they
don’t want to give access” (R9). Certain facilities might be appre-
hensive of the reputational or even regulatory risks and attempt to
weaponize privacy restrictions to avoid data sharing for research:
“It’s the same thing with these drug fees treatment facilities ... they
use the SAMHSA rule' as a way to sort of make sure that nobody
can tell what they’re doing” (C3). These participants point towards
the politics and adversarial actors involved in accessing healthcare
data, which we discuss in Section 6.2.

Even when privacy guidelines are explicit, some data custodians
consider them insufficient in practice and implement extra protections.
HIPAA requires one of two methods for de-identification: either
an Expert Determination—using statistical methods—that the data
are not identifiable within some small acceptable level of risk, or
the Safe Harbor method, which pre-defines 18 types of personally
identifiable information that researchers can remove to comply
with de-identification (see Section 2). Although standard practice
amongst our participants was to use the Safe Harbor method and
remove the specified 18 patient identifiers, some data custodians
remove additional data because they do not believe that the HIPAA
guidelines suffice for actual de-identification of their data: “I look at
the content, it’s not really de-identified. It’s just formally de-identified—
it meets the requirements” (C1).

Participants described removing the names of a referring physi-
cian, other clinicians, or places, such as institutions or hospitals—the
“things that are not technically identifiable, but you feel like concep-
tually is the right thing to do to remove those” (R6). A rare disease
can be another identifying feature: “We need to be careful that we
don’t include in that shareable part of something that might identify
a patient.... If you share a rare cancer and then the ZIP code of the
patients, it becomes probably [identifying]” (C1). Privacy considera-
tions extended beyond PII and the identities of individuals. Several
participants reported removing institutions’ names due to reputa-
tional risks: “We recognize that provider is a really important variable
when looking at healthcare outcomes, but we also don’t want a study
to identify an individual provider as doing exceptionally poor” (C6).
As we discuss below and in Section 6, these practices indicate space

ISAMHSA is a privacy rule that provides extra protection for the records of patients
seeking treatment for drug and alcohol dependency, e.g. excluding them from any
legal discovery [161].
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for formal tools to provide measurable guarantees, in line with
HIPAA’s option for expert determination via statistical methods.

Data custodians differ in how they implement anti-reidentification
rules about the display of aggregate data over small sample sizes.
In order to prevent re-identification of patients who are part of a
small sample, data custodians prohibit the disclosure of summary
statistics on these small pieces of data. In contrast to classic cell-
suppression algorithms which use integer programming [32], these
rules impose a simple threshold on individual counts, e.g., they pro-
hibit the display of the number of individuals from the custodian’s
data with a certain disease if that number is less than the threshold.
The choice of the threshold value, however, differs among data
custodians. One of the data custodians in our participant group
reported increasing their threshold after conversations with data
subjects who expressed discomfort with the originally proposed
value. In the context of elective participation, the privacy dilemma
is whether such a threshold must be chosen to guarantee protection
from re-identification—assuming we can find this number—or to
make “people feel comfortable,” even though stronger protections
might hinder innovation.

4.3 Privacy vs. data utility

Given the backdrop of how medical researchers interpret and imple-
ment privacy regulations, we now address the innovation angle of
RQ2 and RQ3 by exploring how these interpretations put privacy at
odds with data utility. Indeed, the requirement to minimize access to
data, for patient privacy, is directly in tension with the explorative
spirit of research which relies on insights from data for producing
new knowledge. C5 explained that when denying access to data,
i.e., when researchers request more data than strictly necessary,
data custodians have sympathy: “It’s rarely that I would necessarily
suspect ill intent. It’s mostly that people from a research perspective
are like, the more data I collect, the more stuff I can analyze” (C5).
But, as discussed in Section 4.2, data custodians and researchers
must follow the mandate to maintain patient data privacy.

Here, we find that researchers and data custodians both under-
stand and respect patient privacy. In some cases, they have devel-
oped workarounds for data that cannot be shared but are critical
for advancing medical science—including custom obfuscation for
data fields deemed identifiable which preserves data utility, the use
of commercial tools to link identifiable records without revealing
patient identity to researchers, and the use of certain data visualiza-
tions over others (i.e., so as not to show individual data points). We
also find manifestations of this tension between privacy and data
utility that are unresolved, stifling medical research, including chal-
lenges with deduplication across multiple de-identified datasets.

Data custodians employ pseudo-differential-privacy data transfor-
mations to obfuscate dates so that data are both HIPAA-compliant
and still useful for analysis. Date elements, such as procedure or
birth dates, and addresses are considered PHI and must be redacted
for data to be considered de-identified by HIPAA [160]. Medical-
research questions, however, often require temporal and geographi-
cal information, so the responsibility of determining how to provide
it while complying with the privacy regulations falls on data custo-
dians. One approach participants described was to derive and share
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a proxy variable that addressed the research question but did not
directly reveal the dates: “They wanted to know the date of birth and
the date of the first COVID test. And we couldn’t give them that. But
we could give them [that] the date of the first COVID test was within
X days of the date of birth” (C3).

Multiple participants interpreted random date-shifting as com-
pliant with HIPAA’s requirement to remove dates. C2 explained:
“Date shifting that stays consistent within one person’s record so that
you still can get the right order of things. But like my dates might
be shifted by 30 days and your dates might be shifted by 45 days”
(C2). However, R2 remarked that, in longitudinal data, even shifted
dates, alongside laboratory measurements or other high-precision
values, can pose an identifiability risk: “If you shift all the dates by
a certain amount, then you can still look and see, oh, this patient has
events separated by exactly this precise time duration.” As we dis-
cuss in Section 6, this use case would be an excellent candidate for
provable perturbation techniques, such as differential privacy [44],
that ensure the privacy of patient data and enable analysis over
sensitive data, rather than the methods in practical use, which are
not mathematically guaranteed to provide privacy.

Some researchers employ commercial tools to link or deduplicate
datasets in a privacy-preserving way. Some participants reported
using commercial privacy-preserving record linkage (PPRL) [26]
services to create joint datasets between different sources, enabling
new and explorative analyses over joined data without exposing
identifiers linking the datasets. C5 explained that “they put the
identifiable information and it generates these tokens or hash that are
de-identifiable, but they’re unique to each person based on the person’s
identifiable data” (C5). As we discuss in Section 6, the auditing and
analysis of such tools are necessary to understand their privacy
properties, which are not clear from public documents due to the
lack of sufficient details, e.g., Datavant [39] (referenced later in this
section) appears to either operate as a trusted linkage broker or to
support only deterministic linkage (hence, being unable to handle
errors or missing fields that are common in medical data).

Insufficient deduplication of de-identified datasets challenges re-
search validity, an issue sometimes resolved by record linkage tools.
In addition to linking datasets, researchers need to deduplicate de-
identified datasets without re-identifying the subjects. Participants
explained that patients who sought care at different medical insti-
tutions within the same geographic area or participated in data
collection for multiple biobanks might appear in multiple datasets,
confounding study validation. C1 explained that “Sometimes [re-
searchers] say ‘Oh, I saw this patient. Oh, there is another patient
with the same thing.” And I say ‘No, that’s the same patient” (C1).
Inadequate deduplication could produce statistically unsound re-
sults if some patients are represented multiple times, yet it would
be a violation of patient privacy to identify them.

Some custodians of EHR data used commercial record linkage
tools for deduplication, to address the issue of patients appearing
in data samples of multiple healthcare providers. “We all use Data-
vant... It creates the technical capacity for deduplication and overlap
analysis. It’s a hash token based on name, sex, date of birth and maybe
SSN” (C6). Others described the research need to combine private
identifiable datasets with public de-identified data and the challenge
of deduplicating them without violating subject privacy because
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“even knowing whether somebody participated in a research study is
re-identifying them. And so even if you have identified information
on your end and you're totally allowed to use that, you’re not allowed
to know whether this person participated in [another] study” (C2).
Future privacy-preserving deduplication tools must address the
challenge of removing overlapping subjects with a known identity
without violating their privacy, e.g., by obfuscating the fact of the
removal from the researcher (see Section 6).

Data custodians use proxy methods for deduplicating medical data
without identifiers suitable for PPRL tokens. Non-tabular medical
data, such as genomic data, also require deduplication but the stan-
dard PPRL tools are not suitable due to the absence of direct iden-
tifiers to match. C2 described a workaround for deduplicating ge-
nomic data when combining datasets—"There are some methods that
[the consortium] actually worked out to do this, like using a small
number of genetic variants and running checksums on those files and
then comparing the checksums and just removing anybody who has
a match” (C2)—but admitted that “that’s what the current practice
is in some networks, but otherwise there isn’t a good solution” (C2).
C4, whose custody also included genomic data, mentioned that
they “enabled certain types of relatedness analyses to help with that
deduplication,” which was another proxy linkage method based on
familial sharing of genetic segments. More robust and comprehen-
sive deduplication methods are needed.

Publicly releasing data and study artifacts is the norm, yet there
are necessarily many privacy considerations. Medical researchers
publish both findings and—when possible—their datasets, for trans-
parency or secondary analysis, sometimes required by funders.
However, regulation (including data use agreements (DUAs) from
funders) restricts what findings and data they are allowed to publish,
creating tension between privacy, innovation, and reproducibility.

When data release was allowed, researchers based their sharing
decisions on the data’s type and what they perceived to be safe to
share. In the case of genomic data, some participants said that they
would release only count matrices and not the full sequencing data,
whereas others would upload sequencing data to one of the data
publishing platforms, such as cBio Portal [24], but only for mutated
samples: “You don’t have the germline that would identify the patient,
but you only have the somatic ones’ ... They are specific to the patient
but usually it’s more difficult to re-identify the patient” (C1). Prior
studies have shown that DNA data can reveal identities of individ-
uals [89, 172, 182], but re-identifiability risks become less clear for
summary data, such as count matrices, or for genomic data with
randomly occurred mutations, e.g., in cancer tissue. Researchers
have to make data publishing decisions without the privacy exper-
tise to evaluate the corresponding risks and, as a result, often err
on the side of caution, even if it harms the research progress by
limiting reproducibility or secondary analysis.

Researchers were generally comfortable releasing summary sta-
tistics about their study cohorts or data—e.g., “age distribution ...
incidents of and prevalence of codes, like individual codes, like the
number of people in your data set that have code one, two, three,
four, five” (R1). They were, however, often cautious about releasing

2Germline mutations are inherited from parents and are present in every cell of the
body; somatic mutations occur spontaneously and are localized to a specific tissue.
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study artifacts. R1, who trained models on clinical notes, said that
they would not publicly release model weights, due to information-
leakage concerns: “I'm too NLP-focused here because there are texts
[that are used for training these models]” (R1). In contrast, R9, who
worked with medical imaging data, said that they sometimes re-
leased the weights of trained image-based models “because we want
other researchers to use our tools and benefit from that” (R9).

Researchers also try to share their analysis code for transparency
and replicability, but R1 cautioned that the code must be carefully
checked for PHI as it could become an unexpected source of PHI
leakage: “We’re very careful with code because you never know what’s
in your code. Like there’s supposed to be no data, but that’s a classical
mistake. Suddenly, there’s a medical record number in your code
somewhere” (R1). Although analysis code might not immediately
appear to be medically sensitive, it may require the same privacy
treatment, and hence privacy tools, as unstructured medical data,
such as clinical notes or images.

Tension between funders’ requirements, peer review, and privacy.
The inability of researchers to publish study data was at odds with
the requirements of funders, such as the National Institutes of
Health (NIH), for increased transparency, and with the peer review
process. For example, R6 described releasing the transcripts of
interviews they conducted for clinical studies, as it was mandated by
the study funder: “The NIH requirement is that you share data ... If you
are funded, you are supposed to do that” (R6). But researchers were
also often unable to publicly share their data due to either privacy
concerns, as discussed above, or because they were prohibited from
doing so by a DUA in the case of secondary data use. As R6 put
it: “I can’t actually share data because the data that I [would] share,
I don’t own” (R6). The inability to share then caused friction. R1
reported that “It’s a problem sometimes when we get reviewers who
are like T can’t believe they’re not releasing the data’... we did have
papers that have been rejected because of it” (R1). R3 and R9 shared
that they were able to avoid the repercussions of not releasing the
data by relaying the DUA restrictions to their funders and editors:
“In one of the papers, one of the reviewers was really pressing that we
should release the data, but then the clinic didn’t want to do it. Then
we discussed it with the editor and then the editor was like ‘no, it’s OK,
you don’t need to share the data™ (R9). As we discuss in Section 6,
both potential techniques for relieving the reproducibility tensions
and for privacy audits of study artifacts require investigation.

4.4 Privacy vs. research productivity

The interpretation and implementation of privacy are also in ten-
sion with the practical and logistical side of research, as the en-
forcement of specific privacy policies and requirements impairs
productivity and workflow through custodian oversight, storage
and access requirements, and ill-suited privacy tools. In this section,
we focus on the research-productivity angle of RQ2 and RQ3 and
explore both the challenges that data custodians face in implement-
ing oversight and bureaucracy and how researchers navigate the
imposed restrictions. We find that inaccurate de-identification tools
require manual review and correction; data storage and transfer
requirements increase costs and can prevent collaboration; and
remote analysis environments restrict data movement, research
outputs, and researchers’ preferred development tools. Although
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these environments allow data custodians to retain control over
sensitive data, monitoring researchers’ activity often depends on
resource-intensive manual audits that cannot reliably capture the
intent behind analysis code. Thus, practices designed to protect
patient privacy can delay research, disrupt established workflows,
and place significant oversight burdens on data custodians.

De-identification tools built are not entirely accurate, requiring
researcher oversight and manual correction. To de-identify data by
removing data by type (either only the PII types defined in the Safe
Harbor method or, additionally, the data types that might be poten-
tially identifying, as described in Section 4.2), some researchers use
commercial tools, whereas others develop custom scripts. Partici-
pants reported that neither approach was entirely accurate, so they
must manually check and correct tool output.

C6, whose custom de-identification tools were developed in-
house, described their auditing process: “We have these algorithms,
we do some keyword searches ... then we have our internal study teams
do a random selection of notes and fully read them to see if anything
has gotten through there” (C6). Despite the partially automated
process, researchers still have to manually check the outputs, which
neither scales nor guarantees complete de-identification outside of
the randomly selected examples.

Complex natural-language processing tools also struggle with
context and disambiguation of data elements and, as a result, require
auditing by researchers: “The dates are supposed to be scrubbed, but
ages are okay to keep. But those NLP pipelines have a hard time telling
the difference between an age and a date. ... Half the time [age] shows
up as the de-identified bracket, which tells you 10 to 20, so it gives
you a range, but you lose the granularity around the age” (C2). If
uncorrected, these imprecise redactions also degrade data utility.
The pipelines would sometimes miss even unambiguous elements,
such as names: “we did actually often find information in the clinical
notes that should have been scrubbed that got missed. We would
frequently find names of patients, or family members, or physicians.
And there was a process to report that” (C2). R6, whose research
involved interviewing doctors, also noted the poor performance
of some commercial tools: “If you're doing a transcription, service
will de-identify for you. Although I'll tell you that I'm using a service
right now and I would say half of the stuff is de-identified, half of it
is not.” These experiences contrast with tool performance reported
in the academic literature [104, 115].

Participants also shared that de-identifying imaging data was
error-prone. R8 and R9 had received medical images with inserted
patient text reports or even PHI written over them: “They can
squeeze in a scanned PDF of radiation dose exposure with the name
of the patient on. Or on the image itself, somebody may annotate on
the packs” (R8). In one example, the automated tools were set to
crop the side of an image with PHI on it but missed any accidental
PHI insertion elsewhere. Both free-text and image de-identification
require locating PHI before it can be redacted and hence can miss
sensitive identifiers if they appear in an unexpected context.

Privacy policy regulates data storage location and transfer, and
can impede research feasibility and increase cost. Regulatory bodies
(such as the researchers’ IRBs, the data custodians, etc.) can dictate
data storage locations to enforce privacy standards appropriate
for their data, but the burden of practically working with (and
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sometimes building) these different data storage mechanisms falls
on researchers, at times causing researchers to decide not to pursue
certain work. They might have different requirements for certain
types of data (e.g., data from clinical trials), or require that data are
stored in a certain geographic area. R4 explained that “data that
comes from some clinical trials where we extract some samples and
measurements from patients ... are only allowed to [be] store[d] on
[institution] servers” (R4). Regulation can also restrict health data
from being stored outside a US state’s borders (C3) or transferred
internationally (R9), which can stifle collaboration. R9 recalled a
time when a potential collaboration with international researchers
required infrastructure that they could not justify building: “It was
a clinic in a different country, and they said ‘our data should not leave
the country’ but we didn’t want to implement all our software and
all our tools in their servers because it would take a long time. ... we
were like ‘OK, we are not gonna do it then” (R9).

When data transfer is allowed, the process still can affect re-
search productivity. Participants described their experience with
data transfer via secure FTP, via a cloud (including commercial
providers, such as AWS), or even by physical delivery of hard drives,
affected by the size of the data. Datasets that contain raw sequenc-
ing data, EHRs, or imaging data can reach multiple terabytes, so
transferring them might take days: “The real difficulty is in the trans-
fer of the data cause imaging data is very heavy so it’s a process to ...
make sure we can get them over at a reasonable time” (R8). Partici-
pants also voiced concern about the resources needed to transfer
that amount of data: “if we have to send one terabyte out of data out
to 100,000 researchers, that would cost the amount of power needed to
run New York City or something like that” (R5).

Sending physical hard drives by mail (with an emailed password)
also sometimes occurs, though participants said it is uncommon
now except for extremely large datasets (such as medical images).
The CMS, for example, used to mail physical hard drives, whilst
having “ten to twenty million beneficiaries and each of them has a
lot of data. So it’s multiple terabytes, many, many terabytes of data. I
think they send it in like ... 100 terabyte drives” (R6).

Policy restrictions for data storage location create an oppor-
tunity for privacy-preserving data analysis, e.g., by using secure
multi-party computation or homomorphic encryption. The sheer
size of medical datasets, however, can make privacy-preserving
approaches challenging due to bandwidth and computational con-
straints. We discuss this tension in Section 6.1.

Remote analysis environments provide a solution to data transfer
and storage issues but impose their own restrictions. Rather than
navigate regulatory and logistical hurdles for transferring data to
and storing data at the researchers’ institutions, some data custo-
dians maintain thin clients (remote virtual machines) on which
researchers access and analyze data. R6 described that in these
environments, researchers “buy a seat, and then that seat allows you
access to log into the system where your data is” (R6). All analysis
happens in the remote environment: “you... process the data [and]
run your scripts in a cloud environment they provide for you” (R5).

C6 explained that “we don’t want [the data] to leave our institution
and our safeguards” (C6) for the sake of maintaining control of
the data’s storage, access, and security. However, data custodians
have to ensure that researchers do not violate privacy policy when
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using these remote development environments, which necessitates
imposing restrictions. C6 acknowledged that “most researchers in
this space would prefer to have the data themselves to work in the
environments at their institution, the environments that they created,
their lab servers” (C6). We explore how custodians and researchers
navigate these tensions throughout the rest of the section.

Remote analysis environments restrict downloaded and uploaded
data for privacy, shaping research timelines and output. The remote
environments allow data custodians to control any data leaving
the system and thus to protect patient privacy by preventing re-
searchers from downloading “any PII” (C5) or even entire datasets,
yet can delay researchers’ progress due to manual oversight, or
restrict their summary outputs (e.g., visualizations).

Restrictions are sometimes enforced manually, taking time, and
other times automatically, risking inaccuracy. A team may manu-
ally inspect data requested for download from the remote analysis
environment: “You have to put in a data request for downloading.
Then, it will take several days for them to go through everything”
(R3). Other platforms perform an automated inspection in the back-
ground which sometimes results in opaque enforcement: “One time
I had an issue where I was downloading a few JPEG files at once. And
it flagged it for excess like data egress from the platform. And then it
blocked my account for a day” (R10).

Download restrictions extend beyond the dataset itself to results
and visualizations. R3 described a case when their download request
was rejected because it included a scatter plot: “Because a scatter
plot implies that on a specific XY area, that is an individual... That
is one individual data point. So they will not let you publish scatter
plots. So what we did was we generated bubble plots” (R3).

Imported data, which researchers may use to link to other datasets
and perform analyses, are also restricted in remote analysis envi-
ronments. C4’s organization “dofes]n’t allow people to import any
PHI” (C4). R2 also said that “[the] external data sets you can bring in
are limited.” They described that while external datasets were not
prohibited, it was a “significant challenge” to figure out how to solve
“a lot of security questions around how to set up those environments
to protect the [local] data.”

This fine-grained control over the analysis environment enables
data custodians to protect the privacy of patients in the dataset
itself, but can slow research and shape research output, perhaps
revealing space for bespoke privacy automation tools or policy to
support productivity and privacy.

The software development experience in remote analysis environ-
ments varies due to control by the data custodian rather than the
researcher. Data custodians who maintain remote analysis envi-
ronments necessarily also maintain control over the actual user
experience of the researchers writing code and doing data analysis
in the environments. While this control is necessary for privacy
and security—indeed, part of the very point of this type of data
access model—it can hinder researchers by taking them out of their
known environments and sometimes disallowing the use of the
tools that they are comfortable with.

While some environments had all the researchers needed, R2
and C2 described needing to install additional third-party tools
or libraries. R2 said that in some environments, installations were
allowed “through a system like JFrog, which ... claims to be able to
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detect malicious packages.” (R2) In the most restrictive environment,
R2 described that “you can’t copy and paste into or out of the envi-
ronment, you can’t install packages locally..., [and] the tools you have
to work with are very limited” (R2). Although R2 acknowledged the
very real threat of malicious actors and libraries [184], they were
frustrated with how their workflow and analyses were restricted.
They discussed hypothetical workarounds for some restrictions,
including a script to get around paste restrictions but said that “It’s
Just about figuring out how you can do your work most effectively
despite, in some cases, the blockers that have been put in place for
what are claimed to be security reasons and sometimes are security
reasons and sometimes are security theater reasons. Or sometimes
frankly feel like they’re there to explicitly prevent use of data because
[the data custodians] don’t actually want people using their data.
They just want to say that their data can be used” (R2).

Mechanisms of analysis oversight by data custodians vary in prac-
tice due to the immense resources it requires, though oversight via
manual auditing of code prevailed. Remote analysis environments—
managed by the data custodian or their contractors—allow data
custodians, in theory, complete control and purview over analy-
sis and data import/export. In practice, oversight over code varies
because nuanced oversight is incredibly complex and resource-
intensive. Nonetheless, several data custodians reported that they
manually audited researchers’ code.

Data custodians inspect analysis code in the remote environ-
ments, as a privacy and security measure to ensure the researchers
are not violating the terms of the Data Use Agreement (DUA) and
downloading or analyzing data in a way that is disallowed or vio-
lates patient privacy. Participants discussed the challenge of mean-
ingfully auditing code to understand the purpose of the code due to
the inherent difficulty in reading and understanding others’ code:
“the one piece that we are missing that is both really helpful for un-
derstanding how folks are using our data, but then also from that
privacy piece is ‘What are they actually doing? Are they data clean-
ing? Are they running models? Are they filtering the data down to 5
rows?” (C6). C4 noted the importance (and implied rarity) of com-
prehensive code documentation: “unless somebody is really good at
commenting their code, it’s really hard to interpret what exactly is
going on in somebody’s head” (C4).

In addition to the function of the code itself, data custodians
may be concerned with the interpretation of the data—which is not
necessarily something that will be written in code. C4 explained
that “even the retrieval of particular data points... doesn’t necessarily
tell us exactly what they’re going to ask with those data points” (C4).

The manual nature of auditing analysis scripts cost resources
and drove uncertainty for both data custodians and researchers. C4
remarked on the potential for automation—“we are definitely flying
by the seat of our pants... this is a place I think we would really use a
lot of help, to standardize how we go about this” (C4). (Though they
noted that such automation and standardization could just “create
some hurdles for somebody to avoid” (C4).) C6 also wondered: “When
we think of re-identifiability issues in these data, we theoretically could
have a system that says ... ‘You’ve tried to run code that will reveal
line level for more than five patients and that’s not permitted. Rewrite
your code to do that or you can’t filter down to this level.” So I think
that there is an opportunity there” (C6). As we discuss in Section 6,

11

Proceedings on Privacy Enhancing Technologies YYYY(X)

this is an opportunity for the programming languages community
to remove privacy-caused practical barriers for researchers, and lift
the burden on data custodians.

5 Related Work

Now we turn to a number of related works about privacy, privacy
policy, and privacy tools in medical settings.

Medical privacy in practice. Substantial prior work has found
that patients care deeply about the privacy of healthcare data but
that they also are largely willing to trust medical researchers with
the data [31, 35, 41, 63]. Patients, especially those with rare diag-
noses, want their data to be used for medical research [31]. Copious
work has also focused on patient privacy in certain geopolitical
case studies, like during the COVID-19 pandemic [9], or currently
about reproductive healthcare in the US [94, 99]. There is little work,
however, on the experiences of medical researchers with privacy
technologies. Guo et al. studied de-identification in practice [57]—
more broadly than medical researchers—and found that differential
privacy (DP) usage varied. Ngong et al. [112] studied the usability of
DP tools. Raisaro et al. [127] deployed a homomorphic encryption-
based tool for genomic analysis in a hospital and surveyed the
physicians who tested it. Kayaalp et al. [79] described their ex-
perience with manual annotation and de-identification of clinical
texts without clear standards. Krzyzanowski and Manson [82] ex-
amined HIPAA’s Safe Harbor provision on geographic data and its
misinterpretations by epidemiologists. Our research builds on this
body of work by adding to our understanding of privacy in medical
research—which patients set as a condition for the use of their data.

Navigation of privacy. A recurring theme in privacy and policy
scholarship is that privacy becomes harder to protect as the volume
of available information grows. Early studies [106, 116, 138] argued
that treating personally identifiable information as a fixed set of
removable attributes was misguided, as quasi-identifiers could still
enable re-identification. The rise of “Big Data” further increased
the risk of sensitive inferences [33, 142, 168], which in turn spurred
discussions on privacy harms and how to define them [23, 33, 126,
141]. While early studies used health data illustratively, later work
examined health privacy policies, including HIPAA, and identified
their limited coverage of entities [21, 29] and data sources [132].

De-identification techniques for medical data. Efforts to develop
tools for de-identification of medical records began with emerging
legal requirements for sharing [47] and protecting [158] clinical
data. The first systems used template search and basic heuristics to
find and redact PHI [147]. Researchers later shifted to developing
algorithms and tools based on k-anonymity [4, 68, 70, 86, 125, 148,
151, 157] or differential privacy [85, 146]. Early tools for automated
de-identification of free text were similarly based on regular expres-
sions, look-up tables, and contextual rules [108, 156]. The progress
then shifted to using natural language processing [155, 177], neural
networks [40, 92, 104], and eventually to language models [91, 179].
Relevant works on de-identification of medical imaging data, such
as X-ray or ultrasound scans, rely on neural networks to detect and
remove burned-in PHI from images [103, 111, 165, 183].
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Re-identification risks and measures. In the first famous attack
demonstration, Sweeney [149] re-identified the Governor of Mas-
sachusetts in a dataset of hospital-discharge records. The work was
followed by more publications of re-identification attacks on health
data [19, 46, 72, 150, 153, 154] as well as their analysis [45, 62]. Other
works [12, 38] estimated the risks of sharing de-identified or limited
health datasets when they could be linked to another data source. Fi-
nally, additional studies used a game-theoretic approach [171, 178]
and generative models [131] for the risk assessment.

Studies on re-identifying individuals from genomic data began
with evaluating the identifiability of genetic variations [48, 54, 67,
89, 96, 97, 120], and progressed to recognizing individuals in mixed
genetic samples [17, 28, 64, 134] or summary-level genetic data [11,
20, 60, 71, 135, 166, 169, 172, 182]. We refer readers to reviews on
privacy challenges and opportunities in genomic data processing
and sharing [5, 15, 102] for a more extensive analysis.

Privacy-preserving record linkage (PPRL). Early PPRL protocols
[16, 27, 117] for health data compared hash identifiers derived from
personal information. This approach, however, was only some-
what effective in practice, as real-world health data often con-
tained discrepancies and reporting errors which led to mismatches.
More recent approaches rely on probabilistic record matching by
using Bloom filters [25, 43, 84, 137, 163], locality-sensitive hash-
ing [175], differential privacy [61, 129], and secure multi-party
computation [69, 83]. We refer the reader to Christen et al. [26]
for an extensive overview of PPRL. Finally, another body of re-
cent work [13, 81, 98, 101, 113] evaluated the effectiveness of ex-
isting PPRL protocols in practical clinical settings. Despite the
progress in PPRL design—and as supported by the experiences
of our participants—the linking challenges with data reporting dif-
ferences, scalability, and privacy leakages require further research.

Relevance to non-medical sensitive data. Although we focus on
medical research, the challenges that our participants faced and the
relevant techniques extend to other domains that share and analyze
sensitive data. De-identification and anonymization support the
disclosure of sensitive microdata, including financial and popula-
tion statistics [14, 42, 119, 140], as well as narrative data [74, 105].
Similarly, PPRL applies to humanitarian-aid distribution [130], sur-
veys [136], and counterterrorism [55]. Finally, code auditing that
captures researchers’ intent relates to techniques for automated
comment generation [65] and code review [88, 180].

Medical research privacy beyond the US. Privacy laws, such as
Canada’s PIPEDA [121] and the EU’s GDPR [49], create challenges
that are similar to what medical researchers face in the US. Prior
work has examined the GDPR’s effects on consent and data shar-
ing [58, 133, 167] and applied PPRL to medical records in Aus-
tralia [113, 128] and Germany [59, 143]. We leave a cross-jurisdic-
tional comparison of medical privacy practices for future work.

6 Discussion

Through our interviews, we have the opportunity to identify key
avenues for future research and development to alleviate tensions
between privacy and research that arise in practice in medical re-
search. We remark that most participants were unabashedly excited
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to talk to us, as privacy researchers; some even referenced hav-
ing mentally prepared notes of what they wanted to tell us about
privacy issues, and a few of our recommendations are drawn di-
rectly from interviews (with our expansion and interpretation).
This shows that there is space for collaboration between our com-
munities, and we strongly encourage future researchers (§6.1) to
talk directly with medical researchers when developing new tools.
Our interviews also surfaced tensions and barriers that may be
alleviated with policy interventions (§6.2).

6.1 Recommendations for technologists

We identify a few key concrete directions for tools or research that
would directly remove practical barriers for the medical research
community. Even though some of these technologies may exist
already, our work shows that they have not made their way to the
medical research community; we urge technologists and researchers
to consider developing and designing their tools with the specifics
of medical data in mind.

Automated code auditing. Remote analysis environments run by
data custodians are common, so that the custodians can oversee
data analysis and prevent download. However, participants told us
that the audit process could be inefficient, spotty, and subject to
errors due to its manual nature (Section 4.4). As participants ex-
plained, there were complex rules to enforce—not just, for example,
whether the code returns a single row of data, but also whether
it runs analysis that could be misinterpreted and harm racially or
ethnically minoritized groups—which may not be readily apparent
from the code itself. Here, we see an opportunity for automated or
semi-automated code auditing, in a way that both helps data custo-
dians understand the analysis code and communicates to medical
researchers what is being analyzed and the outcome of the anal-
ysis. A code auditor should build on the culture of trust between
medical researchers and enable medical research while ensuring
the appropriate privacy protections for patients.

Practical and measurable privacy guarantees. Our work shows
that medical researchers recognize that simply removing the HIPAA-
required identifiers can be insufficient for eliminating the risk of re-
identification and call for de-identification protocols with provable
guarantees. We recognize that, despite the early vision [148, 151],
achieving traditional privacy guarantees, such as k-anonymity [152],
for modern real-world medical datasets can be challenging, due to
their large size and dynamic membership. As an alternative, we sug-
gest focusing on developing easy-to-apply techniques with measur-
able privacy properties. For instance, participants told us that dates
were often important to their analyses. However, HIPAA includes
dates as identifiers [160]. In response, some researchers find proxies
for dates, and some researchers perturb the dates within a certain
range by using custom scripts developed in-house—approximating
differential privacy (DP). Indeed, prior work has found that only
some disciplines use DP [57], and here we remark that DP would
be an asset to medical researchers and would also improve privacy
guarantees. We encourage the DP community to work with medical
researchers to build tools to apply DP to their datasets.

Semi-automated de-identification of unstructured data. Partici-
pants remarked that de-identification of unstructured data (such as
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clinical notes or X-ray images) was even more error-prone and time-
consuming than de-identification of structured medical records. As
we described in Section 5, various approaches exist for removing
PHI from free-text data. These tools, however, still have imperfect re-
call and precision, and particularly struggle with ambiguous values,
such as numbers, or rare names [124, 164]. De-identifying imaging
data is even more challenging because it requires first finding any
burned-in text on an image and then determining whether it is PHI.
We observe, however, that in the medical context, unstructured data
often are accompanied by structured patient information that tools
could use to improve de-identification. In fact, early systems for free-
text de-identification already used user-specific profiles [148] for
automated PHI lookup. We suggest this as an opportunity for devel-
opers: medical researchers need a tool to automate de-identification
of unstructured data that could benefit from the extra supplied con-
text and tunable parameters (e.g., setting combinations of certain
information as sensitive) to increase its efficacy.

Data-aware privacy tools. Research on privacy-preserving anal-
ysis or computation, e.g., that uses HE or MPC, tends to focus on
the security and efficiency of developed tools and use complete,
properly formatted, and modestly sized datasets to evaluate their
performance. As described by our participants, medical research
data in practice, however, are often large, contain discrepancies
and reporting errors, and can be structured in one of the many
possible formats. These issues are exacerbated when the analysis
is multi-center and each site wishes to conduct research without
directly sharing its data with the study partners. Hence, we first rec-
ommend privacy researchers account for data heterogeneity when
developing tools for privacy-preserving medical analysis. Second,
we suggest the development of techniques for privacy-preserving
data harmonization as a vital research direction.

Analysis of commercial privacy-preserving record linkage (PPRL)
tools. Participants described their use of commercial tools for PPRL
and record deduplication. We find that besides some evaluations
of the tools’ linking performance [13, 98, 101], there has been little
to no work that analyzes the privacy and security properties that
these tools provide. It is in part due to the lack of transparency by
the commercial vendors—it is unclear what exact linkage algorithm
and threat model they implement. We invite tool vendors to publish
their algorithm specifications and work with privacy researchers
on improving their tools. We invite researchers to analyze these
tools regardless, for the sake of patient privacy in medical research.

Validation of research results without access to data. There is a
tension between medical researchers’ inability to publish secondary
data that they analyze, due to ownership restrictions or patient
privacy, and the growing demand for research transparency. We
see this as an opportunity for designing tools that can attest to the
correctness of data analysis and usage patterns without revealing
the data inputs. The field of verifiable computing [53, 122] offers
suitable tools for this task, and there is already work, for example, on
using them to attest to the correctness of model training [1, 52, 145]
or genomic operations [51]. These tools require further research to
be applicable to the complex needs of medical data analysis, and
we invite practitioners to investigate this opportunity.
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6.2 Recommendations for policy-makers

While privacy-preserving tools are a critical part of addressing the
practical barriers to privacy and medical research innovation, it is
also important to consider the broader bureaucratic framework of
the US healthcare and medical research system.

Update state and national policy to align healthcare and adver-
tising data. Some participants expressed that all the time and ef-
fort devoted to patient privacy were not useful, at a population
level, because they hypothesized that many diagnoses could be de-
rived from data more publicly available, e.g., through web searches
and unencrypted chat history. Indeed, recent work has found that
browsing history can leak diagnoses, and that health ads are often
deceptive [181]. Additionally, fitness and menstrual trackers are
not subject to HIPAA, but store sensitive health information that
may indicate, for example, miscarriage in a state where women
have been arrested for miscarrying [8, 99].

While we cannot advocate for removing privacy protections
for health data just because they may be available elsewhere, this
broader view of the monetization of data should direct future policy
both about health data and health proxy data that are outside the
realm of HIPAA. Additionally, future work on the public nature of
health data outside doctor-patient communications is necessary, in
order to justify the privacy barriers required for medical research.

Structural and systemic changes to reduce the power of adversaries.
Participants identified insurance companies as acting adversarially
by, for example, increasing prices or denying coverage to patients
with certain diseases or disease risk factors. Participants worried
that if insurance companies had access to their data, they could
glean new information and adjust coverage. Policy-makers have
the opportunity to limit this privacy risk by removing the value
of such data to insurance companies and more strongly legislating
how insurance companies must equitably protect patients.

7 Conclusion

Through 16 semi-structured interviews, we explored how bureau-
cratic and technical mechanisms exacerbated tensions between
patient privacy and medical research. We found that medical re-
searchers encountered a number of privacy restrictions when ac-
cessing and handling data, and that while they deeply respected
patient privacy, they were frustrated by some of these restrictions.
We identified avenues for future research to develop policy and
technology to relieve this tension without compromising patient
privacy or research quality.
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Ethical Considerations

We deeply considered ethics throughout each stage of this project,
and we believe that we conducted our work ethically.

Ethical principles. Our work is aligned with the ethical values in
the Menlo and Belmont reports [80, 159]. In line with the principles
of justice and respect for law and public interest, our Institutional
Review Boards (IRBs) approved our study. There was a minimal
power imbalance with interviewees because they were also mostly
researchers with PhDs or MDs. Given the average pay of med-
ical researchers, $50 was a fair but not overpowering incentive.
We aligned with beneficence—maximizing benefit and minimizing
harm—by minimizing the risk of data leakages by transcribing with
locally hosted tools and redacting transcripts before analysis. To
respect participants’ autonomy, we conducted a thorough informed
consent process, including asking participants to briefly recite to
us the (minimal) risks, benefits, and the study purpose before we
began the interview. We also checked in with them throughout the
interview and before asking sensitive questions, reminding them
that they could tell us hypothetical stories.

Stakeholders, benefits, and harms. We identify medical researchers,
data custodians, patients, health care providers, and health care
institutions as the stakeholders in our work. Our participants (med-
ical researchers and data custodians) were affected by research
procedures—they may have been harmed by feeling stress dur-
ing the interview, and they also may have (as a few said directly)
benefited from discussing privacy concerns and questions with us.
Compensation ($50) also modestly benefited those participants who
accepted it (we offered it to all). We do not expect other stakeholders
were affected by our research procedures.

All stakeholders might be affected by the publication of our work.
Our intention is that all stakeholders will benefit indirectly from the
publication of our paper, as it can lead to increased collaboration
and understanding between the medical research community and
the privacy community, leading to tools and policies that better fit
researchers’ needs, and therefore better serve patients, health care
providers, and health care institutions in improving patients’ health
more quickly and safely. However, it is also possible that our work
will lead to intangible harms to some of our stakeholders. If we
inadvertently publish quotes that reveal confidential information
that our participants told us (e.g., revealing PII about themselves
or patients, or rule-breaking), harms could extend to participants
(for revealing information), patients (a violation of their privacy),
and health care institutions (sanctions for rule-breaking, or conse-
quences of proprietary information being leaked).

Mitigations. Given that harms would mostly arise from publish-
ing information in quotes that should be kept private, we have
redacted all quotes, being conservative about what remains in the
paper. If we felt anecdotes were extremely specific to one person
or one institution, we either redacted them or chose not to include
them. We also invited each participant to read our paper before
publication (after submission) in case they identified any additional
information requiring redaction. In response, two participants re-
quested minor modifications to the text, and three direct quotes
were redacted.
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Additionally, early in the course of our interviews, one partici-
pant (whose data were excluded) indicated immediately after the
interview that they had significantly lied by omission. After this
interview, we re-evaluated our consent process to consider whether
it was a failure of consent that affected this participant. Both re-
searchers present for the interview agreed that the consent process
had seemed rushed due to the interviewee jumping to interview
topics during the consent process, but agreed that the participant
had understood the risks and we had not pressured them into saying
anything, as we had checked in about comfort and topic multiple
times. We also noted that the participant had (seemingly genuinely)
said, multiple times, that they were really excited to participate and
contribute data to our project. After a lengthy discussion about
our consent process, and consultation with peers (non-authors), we
decided not to change the formal consent process. For all future
participants, we emphasized even more that we were not judging
them, and that if they were going to reveal something that could
get them in trouble, we were comfortable hearing it, but they were
welcome to use hypotheticals or to keep it to themselves.

Decision. Given the above stakeholder analysis, alignment with
the principles of the Belmont and Menlo reports [80, 159], careful
consideration of harms and benefits, and mitigations, we used a
consequentialist lens through which to evaluate the ethics of our
research. We considered whether the potential benefits of our work
outweighed the harms—and we believe they do, as the main harms
stem from publishing quotes (which we have very carefully gone
through), and potential benefits include public health.

Open Science

We provide our interview protocol in Appendix A, the codebook
from our qualitative analysis in Appendix B, and the recruitment
messages that we used in Appendix C. As our participants were
often the leading experts in narrow sub-fields, we are unable to
release the audio recordings and transcripts of our interviews due to
the risks of participant re-identification via their areas of expertise
or work descriptions.

Al Use

We used Whisper [118], open-source LLM software from OpenAl,
and the Microsoft Teams HIPAA-compliant transcriber to create
initial transcriptions from the audio recordings of our interviews.
Whisper operates entirely offline, so no data are sent back to OpenAl
The HIPAA-compliant transcriber stores the data only in the re-
searcher’s account within the institution’s controlled infrastructure.
We manually checked transcriptions as part of our analysis process.
We also used Al to occasionally refine phrasing and to proofread
the final text for typos and grammatical errors. We did not use
generative Al in any other part of our research (including but not
limited to literature review, study design, and analysis).
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A Interview Protocol

A condensed version of our interview protocol is below. We have
shortened, removed, or collapsed probes, and we have also removed
the recommended script for the interview with speech to transition
between sections. For all questions, interviewers reworded questions
to either express neutrality or build off of something the participant
had said previously.

A. Personal background

e Can you describe your background, role at your institution
and your responsibilities?

B. Understanding medical data and their use in research.

e Can you please describe your research at a high level?

e What kind of data do you work with?

e Where did you get the dataset?

e Do you collaborate with researchers from other institu-
tions?

C. Privacy/threat modeling for their data.

e Do you consider your data sensitive or private? Why or
why not? What about them do you consider sensitive or
private?

e Who is in your dataset? What types of people? Where do
the data come from?

D. Security for their data.

e Policy

— What sort of restrictions (or protections) govern your
use of your data?

- How do these restrictions/policies/protections govern
how you can / do share data with others?

- How do these restrictions/policies/protections govern
how you can analyze the data?

- How do these restrictions/policies/protections govern
how you publish/communicate about your work?

o Technical security
— What technical security or privacy measures get used

with your data?
— Are there any other privacy-enhancing tools that you’ve
used in your work? Why did you use them?
- Is there anything that someone has recommended but
you have not done? Why did you not do it?
E. Challenges and how to overcome them.

e Probe for possible scenarios; follow up using a scenario
they have already mentioned:

— Combining datasets from different sources and locating
the same de-identified individuals?

— Issues with releasing study data upon acceptance of a
manuscript?

— Not having enough data or having an insufficient level
of detail?

18


https://privacyruleandresearch.nih.gov/pdf/HIPAA_Privacy_Rule_Booklet.pdf

On practical privacy challenges of medical research in the US

F. Participants’ understanding/mental model of privacy mea-
sures.

e You mentioned that your data use [x]. What’s your under-
standing of how that works?

e What or who does it protect your data from?

e What or who does it not protect your data from?

o We’ve talked about [x] protections from [y]. Do you feel
like this matches the sensitivity / privacy of the data you
work with? Why or why not?

G. Restrictions on research from S+P measures

o At a high level, to what extent do you feel like the restric-
tions on your dataset restrict your research?

e Is there any type of research that you would like to do but
it is currently not possible because of privacy restrictions?

e Do privacy constraints benefit your research in any way?
For example, is there anything you would not have been
able to do without the privacy procedures in place?

e How about the effect of the restrictions on your collabora-
tions?

e Are there any data that you would like to collect or access
but cannot due to privacy or security or other restrictions?

H. Ethics

o Given that you are working with sensitive and medical
data, how do you make ethical decisions about privacy,
security, and safety?

I. Wrapping up

e Anything else you’d like to tell us?

e Any questions for us?

e Would you be willing to pass our information to others
who might be willing to participate?

19

Proceedings on Privacy Enhancing Technologies YYYY(X)

B Codebook

Theme
Participant context
About the data

Codes

Background, research goals
What types of data, data gener-
ation, data properties

Regulations Regulatory bodies, Policies /
processes, Practices, Opinions
about regulation

Threat model Trusted entities, Adversaries,

Threats, Attack vectors, Conse-
quences, Attitudes towards S&P,
who is vulnerable, non-threats
Second-hand data provenance,
getting practical access to data,
requirements for access, data
ownership vs rental

Getting/giving access
to data

privacy issues, location, require-
ments, storage format, who
manages it, opinions

linking with another dataset,
de-identification, practical de-
identification strategies, chal-
lenges and needs

Data storage

Data preparation

analysis types/goals, analysis
code checks, analysis code de-
velopment, workarounds, chal-
lenges, allowed to do, not al-
lowed to do

rules: do publish, rules: don’t
publish, goals, tools

Analysis/computation

Dissemination

Table 2: Our codebook. Subcodes are not shown, as we used
them as an analytic tool but did not build consensus on them.

C Recruitment messages

Our IRB-approved recruitment messages are below.

For someone we knew personally.

Subject: Study on privacy challenges of working with clinical data
Dear [name],

I am part of a team at [institution] seeking to interview medical
researchers about their day-to-day work with sensitive clinical data.
We would like to learn what privacy barriers medical researchers

face, how they think about privacy in general, and what privacy
technologies could facilitate their work.

Interviews can be in person or on Zoom; 60 minutes preferred but
we are flexible. We are happy to offer a $50 gift card of your choice
as a token of our gratitude for your time and valuable insights.

Thanks,
[researcher]
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To someone we do not know personally, or for participants to pass on.
Subject: Study on privacy challenges of working with clinical data
Dear [name],

I am part of a team at [institution] seeking to interview medical

researchers about their day-to-day work with sensitive clinical data.

We received your contact information from [another researcher

who has participated in our study] or [your academic website].

We would like to learn what privacy barriers medical researchers
face, how they think about privacy in general, and what privacy
technologies could facilitate their work. We are interested in talking
in particular to you because of your research experience with [type
of clinical data].

Interviews can be in person or on Zoom; 60 minutes preferred but
we are flexible. We are happy to offer a $50 gift card of your choice
as a token of our gratitude for your time and valuable insights.

Contact us at [email addresses].

Thanks,
[researcher]
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To a mailing list.

Hi [title of mailing list/group],

We are a team of researchers from [institution] seeking to interview
medical researchers about their day-to-day work with sensitive
clinical data. We would like to learn what privacy barriers medical
researchers face, how they think about privacy in general, and what
privacy technologies could facilitate their work. The end goal is to
identify what tools need to be built to make the lives of medical
researchers easier.

Interviews can be in person or on Zoom; 60 minutes preferred but
we are flexible. We are happy to offer a $50 gift card of your choice
as a token of our gratitude for your time and valuable insights.
Contact us at [email addresses].

Thanks,
[researcher]

In-person talking points.
e Seeking to interview medical researchers about their day-to-day
work with sensitive clinical data.

e Learn about privacy barriers, the perception of privacy, and the
needs.

e In-person or Zoom interviews; 60 minutes but we are flexible.
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